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MONITORING ELECTRONIC
COMMUNICATION IN
THE WORKPLACE

hile employees
Whold strong rights
to maintain their

private lives without intru-
sion, employers can legiti-
mately place limits on the
use of workplace Internet
access or email facilities for
activities unrelated to com-
pany business. Confronted
with this potential conflict
between worker rights to
privacy and company
prerogative to regulate

the work environment,
California courts have pro-
vided useful policy guide-
lines that should keep upsets
and legal claims arising
from this sensitive area to a
minimum.

The California
Supreme Court
specifies three steps
for an employee
to establish a
constitutionally
prohibited invasion

of privacy

CALIFORNIA PRIVACY
RIGHTS IN THE WORKPLACE
California Constitution,
Article I, Section 1 protects
all workers in this state: “All

people are by nature free
and independent and have
inalienable rights. Among
these are enjoying and
defending life and liberty,

acquiring, possessing, and

protecting property, and pur-

suing and obtaining safety,
happiness, and privacy.”

The California Supreme
Court specifies three steps
for an employee to establish
a constitutionally prohibited
invasion of privacy:

(1) existence of a legally
rotected privacy interest;
2) a reasonable expectation

of privacy under the circum-

stances; and (3) a serious
invasion of his/her privacy.

Hill v. National Collegiate

Athletic Association, (1994)

7 California Reports 4th

(Cal.4th)1, 26 California

Reporter 2d (Cal.Rptr.2d)

834.

In TBG Insurance Services
Corporation v. the Superior
Court of Los Angeles County,
(2002) 96 California
Appellate 4th (Cal.App.4th)
443, 117 California Reporter
2d (Cal.Rptr.2d) 155, Court
of Appeal applied these
three steps in the workplace
context with perhaps sur-
prising results.

Employer TBG termi-
nated executive Robert
Zieminski for violating the
company’s electronic usage
policy by accessing porno-
graphic web sites at work.
Zieminski sued TBG for
wrongful termination, alleg-
ing that the pornographic
sites found on his work
computer had “popped up”
on his workplace computer
involuntarily and that the

real reason he was fired was
to prevent his stock options
from vesting.

Employer TBG
terminated executive
Robert Zieminski
for violating the
company’s electronic

usage policy

by accessing
pornographic web

sites at work

TBG had previously pro-
vided Zieminksi with two
company computers, one
for use at work, the other
for company use at home.
On receipt of this equip-
ment, Zieminski had signed
TBG’s policy agreeing%:ll) to
use both computers only for
business purposes and not
for personal benefit; and (b)
to refrain from using these
computers and related
equipment for obscene or
other inappropriate pur-
poses. Before trial, TBG
asked the court to compel
him to disclose information
from the home computer so
that TBG could determine
whether Zieminski had
accessed similar porno-
graphic websites at his
home in violation of the
above policy. Zieminski
claimed TBG had no right
of access since that home

computer contained per-
sonal information and dis-
closure would invade his
constitutional privacy rights.
Although the trial judge
denied TBG access to that
home computer, the Court
of Appeal disagreed, ruling
that the signed and agreed-
upon policy established that
Zieminski did not have a
reasonable expectation of
privacy when using that
home computer, even
though he used it partially
for purely personal matters.
In deciding in favor of the
employer’s access to that
home computer, the Court
of Appeal recognized: (i)
accepted community norms
regarding use of company
computers, including the
accepted rights of employer
access to data bases on such
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equipment; (ii) the existence
of advance notice to
Zieminski of Company’s
electronic policy statement;
and (iii) Zieminski’s oppor-
tunity to consent or not con-
sent to Company’s policy
statement. The court con-
cluded that within the mod-
ern-day employment con-
text, workers do not enjoy
unrestricted expectations of
privacy in their use of com-
pany-issued computers.
Since TBG gave Zieminski
advance notice of its elec-
tronic policy statement and
as Zieminski consented to
that policy in writing, TBG
was able to access that
home computer.

RECOMMENDATIONS FOR
CoMPANY COMPUTER
PRIVACY POLICIES

The Court of Appeal spec-
ified that employers can rea-
sonably define and limit
employees’ reasonable

expectations of privacy by
having clearly stated policies.
The court recommended that
company computer-related
privacy policies include:

The Court of
Appeal specified
that employers can
lessen employees’
reasonable
expectations of
privacy by having
clearly stated
privacy policies

(1) electronic communica-
tions on company equipment
are to be limited solely to
business purposes;

(2) employer reserves the
right to monitor or access
office internet or email
usage;

(3) the employer will keep
copies of internet or email

passwords;

(4) the existence of inter-
net or email passwords does
not mean the communica-
tions are confidential;

(5) a statement forbidding
the transmission of discrimi-
natory, offensive or unpro-
fessional messages;

(6) access to discrimina-
tory or offensive websites is
strictly prohibited; and

(7) employees are forbid-
den from posting personal
opinions on the Internet
using company access.

CONCLUSION

Employers should provide
their workforces with clearly
worded electronic equipment
data storage and communica-
tion policies specifying the
acceptable and intended uses
for workplace computers and
reserving the employer’s
right to inspect and monitor
employees’ usage of such sys-
tems. We can assist employ—
ers on such policies or to
answer questions on elec-
tronic communication moni-
toring protocols. l
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